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To reduce the number of safety-critical software 
anomalies that occur during flight by providing a 
quantitative analysis of previous anomalies as a 
foundation for process improvement. 
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Analyzed anomaly data using Orthogonal Defect 
Classifica fion (0 D C) method 

- Developed at IBM; widely used by industry 
- Quantitative approach 
- Used here to detect patternis in anomaly data 

Evaluated ODC using Fomalized Pilot Study 

- R. Glass ['97] detailed rigorous process to get valid results 
- 35 steps divided into 5 phases 
- Used here to evaluate ODC for NASA use 
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ODC is a measurement tec,hnology for software engineering 
that uses defects found as a source of information to 
understand and improve: 

- The software product 
- The software process 

Defect is described as a required change, necessary to fix 
the program or product 

More information can be found at http:l/www.research.ibm.com/softeng 

02/281/02 
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Activity: what was taking place when anomaly 
occurred? 
- Based on the activity performed when the defect was recorded 

Trigger: what was the catalyst? 
- Catalyst that causes defect to manifest itself as a failure 
- Different triggers for each activity 

Target: what was fixed? 

Type: what kind of fix was done? 

- The highest-level identity of the entity that was fixed 

- The actual correction that was made to fix the problem 

02/28//02 6 
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Adapted ODC classificatioln to post-launch spacecraft 
Incident Surprise Anomalies (ISAs) 

Info. Development I 
7 

Activities Triggers 

Documentation 
Procedures 

Hardware Configuration 
StadRestart, Shutdown 
Command Sequence Tesi 

System Test 

Flight Operations 

Recovery 
Normal Activity 
Data AccesdDelivery 
Special Procedure 
Hardware Failure 

Unknown 11 Unknown 

- 

Targets Types 

Ground Software 

Flight Software 

11 FunctiodAlgorithm 
Interfaces 
Assignmenthitialization 
Timing 

FunctiodAlgorithm 
Interfaces 
AssignmentOnitialization 
Timing 
Flight Rule 

I/ Packaging Scripts 

Ground Resources 11 Resource Conflict 

Hardware 11 Hardware 

None/Unknown 
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Sample Question: What is the typical signature of a post- 
launch critical software anomaly? 

Met ri cs : 
- Activity = Flight Operatioins 
- Trigger = Data AccesdDelivery 
- Target = Information Development 
- Type =Procedures 

Example: Star Scanner anomaly 

- Activity = occurred during flight 
- Trigger = star scanner teleimetry froze 
- Target = fix was new description of star calibration 

- Type = procedure written 

02/28//02 9 
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Confirms value of requirements completeness for fault 
tolerance 

Confirms value of continqency ’L planning to speed change 

Contradicts assumption that “what breaks is what gets 
fixed” 

Suggests need for better requirements engineering for 
maintenance 

Results presented at IFlP WG 2.9 Workshop on Requirements 
Engineering, Feb, 2001 ; at 5fh IEEE International Symposium on 
Requirements Engineering, Rug, 2001. 

“Operational Anomalies as ai Cause of Safety-Critical 
Requirements Evolution,” to appear, The Journa/ of Systems and 
Software 
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Results of Peter Neubauer (ASU), CaltechlJPL Summer 
Undergraduate Research Fellow, 2001 
Developed alternative visualizations of data results to 
support users’ analyses 
Web-based tool assists distributed users 
Sophisticated tool architecture builds on existing freeware 
Demo at QA Section Manager’s meeting (FAQ: Would this 
work for our project?) 
Demo to D. Potter’s JPL glroup developing next-generation 
Failure Anomaly Management System 

02/28//02 13 
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Collaborating with Mars Exploration Rover to 
experimentally extend ODC approach to pre-launch 
software problem reports 

- Adjusting ODC classifications to testing phase 
- Feedback from Project has been noteworthy 
- Analyzing Problem Reports per ODC classification 
- Results can support tracking trends and progress: 

= Graphical data summaries will be delivered to Project 

- Results can support better understanding of typical problem 
signatures: 

0 Hypothesis testing results will be delivered to Project 
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v
) 

0
 

Q
) 

Q
) 

v
) 

Q
) 

v
) 
3
 

c
,
 

- L
 

g
z 

L
Q
)
 

e
 

e
 '3 
L
 

+
 

c
,
 
0
 

Q
) 

v
) 

a
 

S
 

m 

0
 

Q
) 

e
 

Q
) 

3
 

S
 

0
 

S
 

a
 

'0' 
L
 

L
 

*
 

+
 

c
,
 

.
I
 

L
 

E 0 y;I 
a
 a Q

) 

0
 

+
 

*
 

P 0 Q
 

Q
) 
L
 

E Q
) 

9
 
0
 

Q
 

a
 

S
 

m 

- L
 

v
) 

S
 

Q
) 

m Q
 

a
 Q

) 

0
 

Q
) 
e
 

X
 

Q
) 

S
 
3
 

>r 
S

 
Q

) 
a
 O
 

S
 
0
 

L
 

c
,
 

c
,
 

c
,
 

rc
 

c
,
 

.
I
 

.
I
 

..I 

.- * L
 
;
 

0
 

S
 

v
) 
0
 

rc
 

.
I
 

.
I
 

L
 

c
,
 

E v
) 

Q
) 

v
) 
3
 

v
) 

ct 
a, 
m Q

) 

Q
 
0
 
e
 

S
 
0
 

v
) 
3
 

0
 

0
 

a
 S
 

m L
 

E 
- L
 

rc
 

v
) 
m 

L
 

Q
) 
3
 

S
 

0
 

rc
 

.
I
 

S
 

*
 

0
 

S
 
0
 
0
 

m S
 

c
,
 

.
I
 

c
,
 

a
 

0
 

3
 

0
 

5$ 
> m S

 
m 3 
v

 

+
 

.
I
 

c
,
 

c
,
 

c
,
 

.
I
 




