Suitability versus fidelity for rating single-photon guns
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The creation of known quantum states is important for most, if not all, applications in quantum
computation and communication. The quality of the state preparation is therefore an essential in-
gredient in any assessment of a quantum-state gun. We show that the fidelity, under the standard
definitions is not sufficient to assess quantum sources, and we propose a new measure of suitabil-
ity that necessarily depends on the application for the source. We consider the performance of
single-photon guns in the context of quantum key distribution (QKD) and interferometric quantum
computation. Single-photon sources for QKD need radically different properties than sources for
quantum computing. Furthermore, the suitability for single-photon guns is discussed explicitly in

terms of experimentally accesible criteria.

PACS numbers: 03.67.-a, 03.65.Wj, 03.67.Dd, 03.67.Hk

One of the requirements for quantum computation and
communication is the ability to faithfully produce certain
input states [1]. For quantum computers in general, this
means that we have to be able to initialize the registers
in some [0) state. Quantum communication involves the
transmission of quantum states, and the quality of the
state preparation determines in part the success of the
communication.

Optical implementations of quantum communication
and computation such as cryptography, teleportation,
optical quantum computers, interferometric quantum
non-demolition measurements, and many other applica-
tions often rely on good single-photon sources [2]. There
are many proposals for single-photon guns, ranging from
semiconductor quantum dots and the manipulation of
individual molecules to parametric down-conversion [3],
but the suitability of these sources has not yet been suf-
ficiently addressed. Whereas attenuated coherent states
might be a good approximation to a single-photon state
for some applications, its two-photon contribution ren-
ders it unsuitable for cryptography [4]. Any measure of
suitability therefore has to take the intended purpose of
the state into account.

One possible choice for the suitability of a source would
be the fidelity f4p of the input state p4 with respect to
the desired state pg: fas = {Tr[(\/Pa p5 /Pa)'/?]}? [5].
This fidelity satisfies 0 < fap < 1, and most importantly,
fap =14 ps = pp. When one of the systems is in a
pure state i) and the other system is in a mixed state
p, this measure reduces to Tr{p|y){¢|). However, f4p is
generally not a good measure for the suitability of a state
preparation device (such as a single-photon gun) given a
specific application. The reason is that several different
input states may be equally suitable for a specific appli-
cation. When two distinct states px and py are both
useful states for a specific application, a state p4 might
have a large fxa, but a small fy4. Similarly, a state
pp might have a small fxp, but a large fyg. Both pa

and pp are suitable for the application, but the fidelity
acknowledges only one of them.

In this paper we propose a general definition for the
suitability Sgr of a source gun G given a target applica-
tion T. The suitability satisfies 0 < Sgr < 1, and is a
good measure of how well a candidate gun will work in
a given target application. We will first give an example
where the fidelity breaks down as a performance measure
of the single-photon gun, and subsequently we define the
general suitability Sgr. We then use this formalism to
describe single-photon guns in quantum key distribution
(QKD) and demonstrate how a source highly suitable for
QKD is not at all suitable for quantum teleportation.

To understand why conventional definitions of the fi-
delity are problematic, consider the QKD protocol associ-
ated with the 1984 cryptographic scheme by Bennett and
Brassard [6]. In this application, Alice chooses a random
string from a set of four pair-wise orthogonal polariza-
tion states S = {|H),|V),|L}),|R)}. She then prepares
and sends these states to Bob. In order to ensure secu-
rity, it is important that the states only contain a single
photon [4]. However, it is not important that the state’s
frequency or exact timing within a window is controlled
(as long as this is not correlated with the polarization).
Pure states with some spread in time and frequency are
as suitable for key distribution as a mixed state, provided
the polarization is definite and the state contains exactly
one photon.

Suppose for simplicity that the unknown and unimpor-
tant part of the state can be in only three (pure) states
|A), |B), or |C). When Alice wishes to send the state
[¢) € S to Bob, it does not matter whether the state she
produces is actually 1) ® |A), |¢) ® |B), |¥) @ |C) or a
combination of these. Although one could require Alice
to create the state |1)) ® |A), this is overly restrictive. In
a real system this would be equivalent to requiring the
input gun to have no time jitter or any other irrelevant
mixing. It only matters that |1) is the correct polar-



ization and has only one photon. When we define Al-
ice’s target state as pr = L4, A) (4, Al + Lo, B)(, B| +
319, C)Y (%, C|, Tr(pgpr) is always smaller than 1/3 and
yields different values for equally useful input states. Us-
ing instead the fidelity fap = {Tr[(y/Pa pB +/Pa)/?]}?
also fails, since fidelity is a only measure of how much
two states are alike. f4p is unity only if the input state
is exactly pr, but any of several other states are equally
suitable.

The solution is to define a procedure for writing a tar-
get state pr, a gun state pg, and an expression S(pr, pc)
that has the desired propery of being close to one if
and only if the gun is suitable for the target. We de-
fine pg as the state that is produced by the gun and
pr as the target state. That is, first determine the set
of states that are equally suitable. Then we select a
complete set of NV suitable states [¢;) and define the
target density matrix as pr = N7! va |¢:). In the
above example, this leads to Alice’s target state pr =
119, A)(, Al + 313, B)(w, B| + k, C) (4, C|. To define
the suitability of a quantum source, let Fap = Tr(paps)
for any two normalized density matrices p4 and pp.
Given two mixtures we have Fug < Faa. Note that
F4p is not a proper definition of fidelity, since Faa # 1.
F4 4 is a measure for the mixedness of p4.

We propose the following definition for the suitability
S of a gun that purports to create a particular quantum
state:

_ for
Ser = Frp ) (1)
where pg is the output state of the gun and pr is a mix-
ture of all possible target states associated with a partic-
ular application. If there is one and only one pure target
state, Fpr = 1 and Sgr = fer. This definition for S
yields one for any input state that completely overlaps
the requirement. This may be explicitly worked out for
the three states mentioned in the QKD example above:
FTT = % and SGT =1.
The triangle inequality on F leads to an important
inequality on Sgr, namely

Fga _ )

Since Fgg is only determined by the gun, this leads to an
important measure of the quality of the gun. If the tar-
get application requires interference between the input
state from the gun and an existing state in the system,
then target state must be a pure state. That is, the input
state must overlap the pre-existing state. However, for
any pure state Frp = 1 and Sgr reduces to Fgr, which
must be less than Fgg. Therefore Fgg directly limits the
suitability of a candidate gun for this class of targets.
So far, the formalism has been completely general, and
we will now consider the important special case of single-
photon guns. Naively, an ideal single-photon gun is a

device that emits one and only one photon with a par-
ticular frequency in a given spatial mode when triggered
to do so. Such a device does not exist. According to
Heisenberg’s uncertainty relation in energy and time, it
is not possible to fix both the photon number and the
triggering time with infinite precision. This means that
we have to admit a continuum of frequency modes if we
keep the photon number fixed. The difficulties involving
ideal single-photon guns are closely related to the fact
that single photons do not have a well-defined wave func-
tion [7]. We therefore have to be careful when we define
the single-photon states that are produced by the guns.
In particular, the desired states differ from application
to application.

For single-photon guns, we can modify Fp such
that we obtain nglg = Tr(pall)(1|pg), where |1)(1] B
Jdkdwal(w)|0)(0laz(w).  Here, al(w) and az(w)
are the creation and annihilation operators satisfying
[ag(w), &;;, (w")] = 8(k - k") §(w —w"). Obviously, we have

FEE), < Fap. This does not change Fgr or Frr, since
pr is already confined to the |1)(1| subspace. However,

Fc(;lc); gives a better measure for the performance of single-
photon guns than Fgg, since Fg& < Fgga, and therefore
Ser < F8/Frr.

BS

FIG. 1. The Hong-Ou-Mandel test: G and G are the
single-photon guns and D; and D; are the photo-detectors.
When the output modes of the guns are mixed in the beam
splitter (BS), there should be no detector coincidences in Dy
and Ds.

A good approximation of FC(',IC); can be measured using
a Hong-Ou-Mandel (HOM) interferometer (see Fig. 1).
In this measurement, the input of two identical single-
photon guns G; and G: is directed toward a beam split-
ter and then detected by two photo-detectors D; and Ds.
Assuming the input state from each gun was a single pho-
ton in the same state, the output state after the beam
splitter is [2,0) + |0,2). However, if the input state is
a mixed state or if the two guns are not identical, there
will be contamination of |1,1) states.

The ability to trigger the gun reproducibly is an impor-
tant component of this test. If it is not possible to obtain
a high Félc);, then the suitability of the candidate gun for
any application requiring a pure state will be low. If the



application only requires a mixed state (in, for example,
the case of quantum key distribution above), then the
gun may still be suitable. This is a clear example where
two different applications yield different suitabilities for
the same single-photon gun.

It is illustrative to apply the suitability formalism to
the HOM experiment itself, because it explains how to
apply the concept of suitability when there are two in-
puts. Let the input state on the beam splitter be p;, and
the output state poyi. The objective of the experiment
is to obtain a high visibility in the interference, i.e., to
maximize v = 1 — (1, 1|pout|1, 1), where |1,1) denotes the
state that yields a detector coincidence in D; and Ds,.

We now want to find the target state pr that is to be
used in determining the suitability of the single-photon
guns for the HOM experiment. In order to gain perfect
visibility, the single-photon input state from G; must be
identical to the input state from G». The target state is
given by

pr = / dE duw h(k, w) 8 ()BL(w) [0)(0] a5 (w)bg(w) , (3)

where a; and 3,; are the annihilation operators associ-
ated with two input modes that overlap in the beam
splitter, and h(k,w) is the normalized momentum and
frequency window for which the beam splitter still works
(f dic dw h(k,w) = 1). Notice that Fry is very small.

The input state pc = pc1 ® pg2 is the physical
state produced when the experimenter pushes the button
telling both guns to fire. The suitability Ser = Fgr/Frr
is now close to unity if and only if the state generated
by the two guns overlaps with itself. The easiest way to
do this, of course, is to have both guns individually gen-
erate the same pure state. Other suitable systems may
involve either entangled or classical correlations between
the two guns, such as in parametric down-conversion. All
of the required information is always in the state pg of
the two-gun output.

As an example, the formalism developed above is used
to design a QKD system using spontaneous parametric
down-conversion in continuous wave operation (see Fig.
2a). A (nearly perfect) photodetector in the idler mode
counts the number of photons per time interval. When
the outcome is “1”, the same time interval in the signal
mode then also contains exactly one photon in a known
polarization. Alice will rotate this photon into one of
the states |¥) € S and send it to Bob (see Fig. 2b). The

state sent to Bob will have a low Fg(); but high Sgr. The
source will have high immunity to eavesdropping attacks,
which means that it has a low suitability Sgg for the
eavesdropper (where the target state pg is constructed
for maximum possible information gain by Eve). The
state pg is now a highly mixed state that contains only
one photon (if D is nearly perfect) in the state |¢), but
crossed with a large subspace R = {|4),|B),|C)...},

representing the unknown time of emission and uncer-
tainty in frequency. This state has a small F((,%, as may
be demonstrated experimentally in a Hong-Ou-Mandel
experiment. The target state pr required for QKD is the
mixed state |¥) (Y| ® pr, where pr = 1/d is the identity
operator on the subspace R with dimension d. It is clear
that Fc(;'lc): ~ 1/d but so are Frr and Fgr. Therefore,
this gun has Sgr = 1 and is suitable for QKD.
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FIG. 2. Spontaneous parametric down-conversion in con-
tinuous-wave operation. a) The pump beam created photon
pairs in two spatial modes, one of which is continuously moni-
tored. b) The photon counts in the time windows. Only when
one photon per time interval is counted by the detector D, we
deem the creation of a “single-photon state” a success.

Let us now consider the suitability of the single-photon
gun for an eavesdropper Eve. Since Eve does not know
the polarization chosen by Alice, she must asign her own
density matrix og (i.e., her knowledge about the proto-
col) to the system she intercepts. For clarity, p is the
state according to Alice, whereas o is the state accord-
ing to Eve. For example, Alice creates a state with def-
inite polarization (say p = |¥){¢¥|), whereas Eve must
describe it as a maximally mixed state in the polariza-
tion (o = 1/2). Eve can gain information about the key
when ¢ is no longer of this form.

The target density operator og is then defined such
that it allows Eve to obtain maximal information about
the string of qubits that Alice sent to Bob. The quantity
Ser = S(og,0r) is the suitability of o for eavesdrop-
ping. Perfect key distribution is defined as Sgg = 0. No-
tice that Sgg is not simply related to Sgr. For example,
the source may sometimes fail to emit anything, which
reduces both Sgr and Sgg. In this case a small Sgr does
not necessarily mean that eavesdropping is possible. Sup-
pose that in a practical system based on this scheme the
main imperfection is the detector inefficiency (and not
the possible correlations between S and R). Then it is
easy to calculate how a given efliciency of D affects both
Ser and Sgg. Due to an imperfect detector, the state pg
acquires a contamination of two-photon states at a frac-
tion €, which would make Sgr = 1 ~¢and Sqgg = €. This



analysis would be completely different for other applica-
tions. Suppose that a pure target state were required
for some protocol, for example in quantum teleporta-
tion. Since the continuous wave single-photon gun based
on down-conversion has an unmeasureably small Félc);,
it would be useless because Frr ~ 1 and Sgr < Fc(:lc):
The suitability of a single-photon gun therefore depends
critically on the application.

In conclusion, we have shown that the performance of
a quantum source must be evaluated in the context of
some application. The suitability of a source cannot be
defined as the fidelity of the output state with a target
state. The reason is that there might be multiple distinct
target states all equally suited for the application. We
defined the suitability Sgr = Tr(pger)/Tr(prer) in-
stead, where pg is the output state of the gun and pr is
an equal mixture of all suitable target states. In the case
where pr is pure the suitability reduces to the standard
fidelity.

We explicitly investigated the case where the quan-
tum source is a single-photon gun. It was shown that
for QKD, a system using a continuously pumped SPDC
crystal can provide the single-photon states needed to
prevent eavesdropping even though this system would not
be useful in applications where Fpr is close to unity. It
is important to carefully understand whether a given ap-
plication using single-photon quantum optics requires a
pure state or can be run with any of a number of states.
The requirements on the photon source are very differ-
ent in these two cases. For many applications, an analysis
similar to the one done for the Hong-Ou-Mandel visibility
requirement must be done. This is because the apparatus
uses several input photons in different places, and G is
the combined state of all of them. In these applications
it is tempting to require that all the guns emit maximally
overlapping pure states. However, this is not necessary

if there is a correlation between the inputs.
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